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OSPI Model Framework
	Computer/Cyber Forensics

	CIP Code:  430116
	Total Framework Hours up to:  90

	Course:  Cyber/Computer Forensics
	 FORMCHECKBOX 
  Exploratory     FORMCHECKBOX 
  Preparatory


	Career Cluster:  Law, Public Safety, Corrections and Security 

Cluster Pathway: Security and Protective Service                   
Date Last Modified:  3/2011

	Resources and Standards used in Framework Development:

Edmonds School District Cyber Forensics Framework

Standards for this framework are from CyberSecurity Institute and Edmonds Community College CIS272 Digital Forensics 1 Course Standards

	COMPONENTS AND COMPETENCIES

	Performance Assessments:

Complete a worksheet defining each term learned during lecture

Complete a fill in the blank assessment quiz
Leadership Development:

Students will work in groups and create mock situations of computer crimes and how you would assist law enforcement to solve the crime.

	STANDARDS AND COMPETENCIES

	C-1 Standard:  Introduction to Digital Forensics                                                                       Total Learning Hours for Standard:  8

	C=Core   A=Advanced                                 

	Competency
	Competency Description

	C-1.1
	Describe the importance of computer forensics in civil and criminal matters

	C-1.2
	Describe the origins of computer forensics

	C-1.3
	Describe the profession of computer forensics

	C-1.4
	Describe the relationship between law enforcement and industry

	C-1.5
	Describe what computer crime is and is not

	C-1.6
	Describe why there is a need for experienced computer forensics professionals

	C-1.7
	Build a forensic boot floppy

	C-1.8
	Cite analogies describing the differences between a checksum and a hash

	C-1.9
	Create forensically sound copies of media

	C-1.10
	Describe how to create forensically sound copies of media

	C-1.11
	Describe how to store digital evidence

	C-1.12
	Describe the computing investigation process

	C-1.13
	Describe the importance of using sterile examination media

	C-1.14
	Describe the must do’s of computer forensics

	C-1.15
	Describe the term electronic evidence

	C-1.16
	Describe what Active, Archival, and Latent data are

	C-1.17
	Explain the differences between a plain checksum and a hash

	C-1.18
	Perform email recovery and investigations

	C-1.19
	Perform graphic image recovery

	C-1.20
	Explain the process of discovery and electronic discovery

	C-1.21
	Explain the different types of evidence

	C-1.22
	Identify what affects the admissibility of evidence

	C-1.23
	Discuss health and safety in computer forensics

	EALRs,  GLEs, Math and Science Standards (Taught & Assessed in Standards) 

(Samples included below of GLEs, EALRS,  Math and Science Standards must be modified for district frameworks)

	Reading

	1.2.2
	Apply strategies to comprehend words and ideas

	1.3.2
	Understand and apply the content/academic vocabulary critical to the meaning of the text, including vocabularies relevant to different contexts, cultures, and communities

	2.2.2
	Apply understanding of complex organizational features of printed text and electronic sources

	2.3.1
	Analyze informational/expository text and literary/narrative text for similarities and differences and cause and effect relationships

	2.3.2
	Evaluate informational materials, including electronic sources, for effectiveness

	2.3.4
	Synthesize information from a variety of sources

	3.1.1
	Analyze web-based and other resource materials (including primary sources and secondary sources) for relevance in answering research questions

	3.2.2
	Apply understanding of complex information, including functional documents, to perform a task

	3.3.1
	Apply appropriate reading strategies for interpreting technical and non-technical documents used in job-related settings

	Communications

	1.1.1
	Applies a variety of listening strategies to accommodate the listening situation

	1.2.1
	Evaluates effectiveness of and creates a personal response to visual and auditory information

	2.2.1
	Uses communication skills that demonstrate respect

	2.2.2
	Applies skills and strategies to contribute responsibly in a group setting

	3.1.1
	Applies skills to plan and organize effective oral communication and presentation

	Social Studies – Civics

	
	

	Writing

	1.1.1
	Analyzes and selects effective strategies for generating ideas and planning writing

	1.4.1
	Edits for conventions

	2.1.1
	Applies understanding of multiple and varied audiences to write effectively

	2.2.1
	Demonstrates understanding of different purposes for writing

	2.3.1
	Uses a variety of forms/genres

	3.3.1
	Uses legible handwriting

	3.3.2
	Spells accurately in final draft

	3.3.3
	Applies capitalization rules

	3.3.4
	Applies punctuation rules

	3.3.5
	Applies usage rules

	3.3.6
	Uses complete sentences in writing

	3.3.7
	Applies paragraph conventions

	3.3.8
	Applies conventional forms for citations

	Art

	
	

	Science Standards

	
	

	Mathematics Standards

	
	

	SKILLS

	Leadership: 

Leadership 1.0 Individual Skills

1.3 The student will demonstrate oral, interpersonal, written, and electronic communication and presentation skills and understands how to apply those skills.

1.4 The student will be involved in activities that require applying theory, problem-solving, and using critical and creative thinking skills while understanding outcomes of

related decisions.

Leadership 2.0 Group Skills

2.1 The student will communicate, participate, and advocate effectively in pairs, small groups, teams, and large groups in order to reach common goals.

2.5 The student will demonstrate a working knowledge of parliamentary procedure.

2.8 The student will demonstrate the ability to incorporate and utilize the principles of group dynamics in a variety of settings

Leadership 3.0 Community and Career Skills

3.4 The student will understand the organizational skills necessary to be a successful leader and citizen and practices those skills in real-life.

3.7 The student will participate in the development of a program of work or strategic plan and will work to implement the organization’s goals.

	Employability:

1.1 The student will demonstrate the ability to identify, organize, plan, and allocate resources.  This means that the student is able to demonstrate allocating time, money, materials, space, and staff

1.2 The student will demonstrate the ability to acquire and use information in a family, community, business and industry settings.  This means that the student can acquire and evaluate data, organize and maintain files, interpret and communicate, and use computers to 

process information.

1.3 The student will demonstrate an understanding of complex inter-relationships (systems).  This means that the student understands social, organizational, and technological systems; they can monitor and correct performance; and they can design or improve systems.

1.4 The student will demonstrate an ability to work with a variety of technologies, identify or solve problems with equipment, including computers and other technologies.  This means that the student understands that the student can select equipment and tools, apply technology to specific tasks, and maintain and troubleshoot equipment.

1.5 The Student will use interpersonal skills to communicate, participate, and advocate effectively in pairs, small groups, teams, and large groups in order to reach common goals.   This means that the student can effectively work on teams, teach others, serve customers, lead, negotiate, and work effectively with people from culturally diverse backgrounds.  

	Analytical, Logical & Creative Thinking (check those that students will demonstrate in this lesson):
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	Relevance to Work:. Complete knowledge of the origins of digital forensics is essential for base knowledge


	COMPONENTS AND COMPETENCIES

	Performance Assessments:

Define and explain unit terms given during lectures and class discussions

Read, Discuss, and sign "Ethics and Code of Conduct" document

Complete compare and contrast written document describing a personal ethical situation VS a computer ethical situation

Complete a written document on what is Ethical when it comes to being a Computer Forensics Examiner

Leadership Development: Students will demonstrate to another student on how they would handle a sticky ethical situation involving a digital forensic examination

	STANDARDS AND COMPETENCIES

	C-2 Standard:  Ethics                                                                                                                       Total Learning Hours for Standard:  5

	C=Core   A=Advanced                                 

	Competency
	Competency Description

	C-2.1
	Demonstrate an understanding of a code of ethics and conduct related to the information security and digital forensics professions

	C-2.2
	Demonstrate an understanding of issues related to privacy and determine how to address them technically and ethically

	C-2.3
	Describe the importance of maintaining professional conduct, and adhering to a code of ethics when involved with computer forensics matter

	C-2.4
	Discuss ethics and its impact on computer forensics

	C-2.5
	Identify standards of professionalism and ethical behavior for information security and digital forensics professionals, and apply these standards successfully to ethical dilemmas


	EALRs,  GLEs, Math and Science Standards (Taught & Assessed in Standards) 

(Samples included below of GLEs, EALRS,  Math and Science Standards must be modified for district frameworks)

	Reading

	
	

	Communications

	1.1.1
	Applies a variety of listening strategies to accommodate the listening situation

	1.2.2
	Evaluates the effect of bias and persuasive techniques in mass media

	2.1.1
	Analyzes the needs of the audience, situation, and setting to adjust language and other communication strategies

	2.2.1
	Uses communication skills that demonstrate respect

	2.2.2
	Applies skills and strategies to contribute responsibly in a group setting

	3.1.1
	Applies skills to plan and organize effective oral communication and presentation

	3.3.1
	Applies skills and strategies for the delivery of effective oral communication and presentations

	4.1.2
	Analyzes and evaluates strengths and weaknesses of others’ formal and informal communication using own or established criteria

	Social Studies - Civics

	
	

	Writing

	1.1.1
	Analyzes and selects effective strategies for generating ideas and planning writing

	1.4.1
	Edits for conventions

	1.6.2
	Uses collaborative skills to adapt writing process

	1.6.3
	Uses knowledge of time constraints to adjust writing process

	2.1.1
	Applies understanding of multiple and varied audiences to write effectively

	2.4.1
	Produces documents used in a career setting

	3.3.1
	Uses legible handwriting

	3.3.2
	Spells accurately in final draft

	3.3.3
	Applies capitalization rules

	3.3.4
	Applies punctuation rules

	3.3.5
	Applies usage rules

	3.3.6
	Uses complete sentences in writing

	3.3.7
	Applies paragraph conventions

	3.3.8
	Applies conventional forms for citations

	Art

	
	

	Science Standards

	
	

	Mathematics Standards

	
	

	SKILLS

	Leadership: 

Leadership 1.0 Individual Skills

1.3 The student will demonstrate oral, interpersonal, written, and electronic communication and presentation skills and understands how to apply those skills.

1.4 The student will be involved in activities that require applying theory, problem-solving, and using critical and creative thinking skills while understanding outcomes of

related decisions.

Leadership 2.0 Group Skills

2.1 The student will communicate, participate, and advocate effectively in pairs, small groups, teams, and large groups in order to reach common goals.

2.3 The student will analyze the complex responsibilities of the leader and follower and demonstrate the ability to both lead and follow.

2.5 The student will demonstrate a working knowledge of parliamentary procedure.

Leadership 3.0 Community and Career Skills

3.1 The student will analyze the roles and responsibilities of citizenship.

3.2 The student will demonstrate social responsibility in family, community, and business and industry.

	Employability: Employability:

1.1 The student will demonstrate the ability to identify, organize, plan, and allocate resources.  This means that the student is able to demonstrate allocating time, money, materials, space, and staff

1.2 The student will demonstrate the ability to acquire and use information in a family, community, business and industry settings.  This means that the student can acquire and evaluate data, organize and maintain files, interpret and communicate, and use computers to 

process information.

1.3 The student will demonstrate an understanding of complex inter-relationships (systems).  This means that the student understands social, organizational, and technological systems; they can monitor and correct performance; and they can design or improve systems.

1.4 The student will demonstrate an ability to work with a variety of technologies, identify or solve problems with equipment, including computers and other technologies.  This means that the student understands that the student can select equipment and tools, apply technology to specific tasks, and maintain and troubleshoot equipment.

1.5 The Student will use interpersonal skills to communicate, participate, and advocate effectively in pairs, small groups, teams, and large groups in order to reach common goals.   This means that the student can effectively work on teams, teach others, serve customers, lead, negotiate, and work effectively with people from culturally diverse backgrounds.  

	Analytical, Logical & Creative Thinking (check those that students will demonstrate in this lesson):
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	Relevance to Work: Ethics are the baseline requirements for a Digital Forensic Examiner


	COMPONENTS AND COMPETENCIES

	Performance Assessments:

Define given terms from lecture and reading assignment

Perform a checksum and hash on given media

Create document outlining the items needed for a forensically sound workstation and the reasons behind the items chosen

Leadership Development: Students will teach another student how to perform a checksum and hash on the given media

	STANDARDS AND COMPETENCIES

	C-3 Standard:  Computer Forensics Overview                                                                             Total Learning Hours for Standard:  10

	C=Core   A=Advanced                                 

	Competency
	Competency Description

	C-3.1
	Build a forensic boot floppy

	C-3.2
	Cite analogies describing the differences between a checksum and a hash

	C-3.3
	Create forensically sound copies of media

	C-3.4
	Describe how to create forensically sound copies of media

	C-3.5
	Describe how to store digital evidence

	C-3.6
	Describe the computing investigation process

	C-3.7
	Describe the importance of using sterile examination media

	C-3.8
	Describe the must do’s of computer forensics

	C-3.9
	Describe the term electronic evidence

	C-3.10
	Describe what Active, Archival, and Latent data are.

	C-3.11
	Execute an investigation

	C-3.12
	Explain the differences between a plain checksum and a hash

	C-3.13
	Perform email recovery and investigations

	C-3.14
	Perform graphic image recovery

	C-3.15
	Use current forensics tools

	C-3.16
	Explain how to manage e-evidence throughout the life cycle of a case

	C-3.17
	Identify the requirements for acquiring and authenticating evidence

	C-3.18
	Describe acceptable methods for searching and analyzing evidence

	C-3.19
	Explain the functions and features of forensics tools and toolkits

	C-3.20
	Describe the types of equipment a digital forensics lab should have available


	EALRs,  GLEs, Math and Science Standards (Taught & Assessed in Standards) 

(Samples included below of GLEs, EALRS,  Math and Science Standards must be modified for district frameworks)

	Reading

	
	

	Communications

	1.1.1
	Applies a variety of listening strategies to accommodate the listening situation

	1.2.1
	Evaluates effectiveness of and creates a personal response to visual and auditory information

	1.2.2
	Evaluates the effect of bias and persuasive techniques in mass media

	2.2.1
	Uses communication skills that demonstrate respect

	2.2.2
	Applies skills and strategies to contribute responsibly in a group setting

	3.1.1
	Applies skills to plan and organize effective oral communication and presentation

	Social Studies - Civics

	
	

	Writing

	1.2.1
	Analyzes task and composes multiple drafts when appropriate

	2.4.1
	Produces documents used in a career setting

	3.3.1
	Uses legible handwriting

	3.3.2
	Spells accurately in final draft

	3.3.3
	Applies capitalization rules

	3.3.4
	Applies punctuation rules

	3.3.5
	Applies usage rules

	3.3.6
	Uses complete sentences in writing

	3.3.7
	Applies paragraph conventions

	3.3.8
	Applies conventional forms for citations

	Art

	
	

	Science Standards

	
	

	Mathematics Standards

	
	

	SKILLS

	Leadership: 

Leadership 1.0 Individual Skills

1.3 The student will demonstrate oral, interpersonal, written, and electronic communication and presentation skills and understands how to apply those skills.

1.4 The student will be involved in activities that require applying theory, problem-solving, and using critical and creative thinking skills while understanding outcomes of

related decisions.

1.5 The student will demonstrate self-advocacy skills by achieving planned, individual goals.

1.6 The student will conduct self in a professional manner in practical career applications, organizational forums, and decision-making bodies.

Leadership 3.0 Community and Career Skills

3.4 The student will understand the organizational skills necessary to be a successful leader and citizen and practices those skills in real-life.

	Employability: Employability:

1.1 The student will demonstrate the ability to identify, organize, plan, and allocate resources.  This means that the student is able to demonstrate allocating time, money, materials, space, and staff

1.2 The student will demonstrate the ability to acquire and use information in a family, community, business and industry settings.  This means that the student can acquire and evaluate data, organize and maintain files, interpret and communicate, and use computers to 

process information.

1.3 The student will demonstrate an understanding of complex inter-relationships (systems).  This means that the student understands social, organizational, and technological systems; they can monitor and correct performance; and they can design or improve systems.

1.4 The student will demonstrate an ability to work with a variety of technologies, identify or solve problems with equipment, including computers and other technologies.  This means that the student understands that the student can select equipment and tools, apply technology to specific tasks, and maintain and troubleshoot equipment.

1.5 The Student will use interpersonal skills to communicate, participate, and advocate effectively in pairs, small groups, teams, and large groups in order to reach common goals.   This means that the student can effectively work on teams, teach others, serve customers, lead, negotiate, and work effectively with people from culturally diverse backgrounds.  

	Analytical, Logical & Creative Thinking (check those that students will demonstrate in this lesson):
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	Relevance to Work: Must understand these skills to participate in a Forensic Anaylsis


	COMPONENTS AND COMPETENCIES

	Performance Assesments:

Create a document using both written assessment of the investigation process and digital process

Create and adhere to chain of custody document pertaining to case described in lecture

Complete quiz of topics learned though lecture and demonstration

Leadership Development: Students will complete a Mock investigation of a ficticous situation in a work place

	STANDARDS AND COMPETENCIES

	C-4 Standard: Technical Analysis                                                                                                  Total Learning Hours for Standard:  12

	C=Core   A=Advanced                                 

	Competency
	Competency Description

	C-4.1
	Describe the basics of writing reports

	C-4.2
	Describe the importance of employee/employer privacy considerations

	C-4.3
	Describe the steps to take in obtaining computers for analysis

	C-4.4
	Describe what a chain of custody is and how to maintain one

	C-4.5
	Recognize and identify types of drives and media storage devices.

	C-4.6
	Describe PDA and cellular phone technologies

	C-4.7
	Explain techniques for acquiring and analyzing data from hard drives and other storage media

	C-4.8
	Describe techniques for acquiring and analyzing data from PDAs and cellular phones

	C-4.9
	List and describe tools that can be used to analyze disk images, PDA data, and cellular phone data

	C-4.10
	Recognize and identify types of drives and media storage devices


	EALRs,  GLEs, Math and Science Standards (Taught & Assessed in Standards) 

(Samples included below of GLEs, EALRS,  Math and Science Standards must be modified for district frameworks)

	Reading

	
	

	Communications

	
	

	Social Studies - Civics

	5.1.1 (9-10)
	Analyzes consequences of positions on an issue or event

	5.1.1 (11)
	Analyzes the underlying assumptions of positions on an issue or event

	5.1.2 (9-10)
	Evaluates the precision of a position on an issue or event.

	5.1.2 (11)
	Evaluates the depth of a position on an issue or event

	2.1 (9-10)
	Creates and uses research questions that are tied to an essential question to focus inquiry on an idea, issue, or event

	5.2.2 (11)
	Evaluates the validity, reliability, and credibility of sources when researching an issue or event

	5.3.1 (9-10)
	Evaluates one’s own viewpoint and the viewpoints of others in the context of a discussion

	5.4.1 (9-10)
	Evaluates multiple reasons or factors to develop a position paper or presentation

	Writing

	
	

	Art

	
	

	Science Standards

	
	

	Mathematics Standards

	
	

	SKILLS

	Leadership: 

Leadership 1.0 Individual Skills

1.6 The student will conduct self in a professional manner in practical career applications, organizational forums, and decision-making bodies.

Leadership 2.0 Group Skills

2.1 The student will communicate, participate, and advocate effectively in pairs, small groups, teams, and large groups in order to reach common goals.

2.3 The student will analyze the complex responsibilities of the leader and follower and demonstrate the ability to both lead and follow.

2.8 The student will demonstrate the ability to incorporate and utilize the principles of group dynamics in a variety of settings.

Leadership 3.0 Community and Career Skills

3.1 The student will analyze the roles and responsibilities of citizenship.

3.2 The student will demonstrate social responsibility in family, community, and business and industry.

	Employability: 

1.1 The student will demonstrate the ability to identify, organize, plan, and allocate resources.  This means that the student is able to demonstrate allocating time, money, materials, space, and staff

1.2 The student will demonstrate the ability to acquire and use information in a family, community, business and industry settings.  This means that the student can acquire and evaluate data, organize and maintain files, interpret and communicate, and use computers to 

process information.

1.3 The student will demonstrate an understanding of complex inter-relationships (systems).  This means that the student understands social, organizational, and technological systems; they can monitor and correct performance; and they can design or improve systems.

1.4 The student will demonstrate an ability to work with a variety of technologies, identify or solve problems with equipment, including computers and other technologies.  This means that the student understands that the student can select equipment and tools, apply technology to specific tasks, and maintain and troubleshoot equipment.

1.5 The Student will use interpersonal skills to communicate, participate, and advocate effectively in pairs, small groups, teams, and large groups in order to reach common goals.   This means that the student can effectively work on teams, teach others, serve customers, lead, negotiate, and work effectively with people from culturally diverse backgrounds.  

	Analytical, Logical & Creative Thinking (check those that students will demonstrate in this lesson):
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	Relevance to Work: Must understand the industry standards of how to investigate a potential investigation


	COMPONENTS AND COMPETENCIES

	Performance Assessments:

Create a Power Point Presentation on the boot process using a specific OS, Group, must present in front of class

Define chapter terms through classroom discussion and written assessment

Demonstrate ability to use special forensic tools to carve and recover files using headers and footers

Leadership Development: Students will work with another student to create a document of step by step directions for a digital forensic project

	STANDARDS AND COMPETENCIES

	C-5 Standard:                                                                                                                             Total Learning Hours for Standard:  20

	C=Core   A=Advanced                                 

	Competency
	Competency Description

	C-5.1
	Describe disk structures

	C-5.2
	Describe how directory entries are structured

	C-5.3
	Describe how files are created and deleted

	C-5.4
	Describe how the carving process works

	C-5.5
	Describe physical and logical drive geometry

	C-5.6
	Describe the importance of clusters, slack space, and unallocated space

	C-5.7
	Describe the layout of FAT file systems

	C-5.8
	Describe the Microsoft boot process

	C-5.9
	Describe what drive translation is

	C-5.10
	Identify where data can be hidden on different platforms

	C-5.11
	Locate and identify data based on file headers and Meta data

	C-5.12
	Recover deleted files and file fragments using a variety of methods

	C-5.13
	Conduct efficient and effective investigations of Windows systems

	C-5.14
	Find user data and profiles in Windows folders

	C-5.15
	Locate system artifacts in Windows systems

	C-5.16
	Examine the contents of Linux folders

	C-5.17
	Identify graphic files by file extensions and file signatures

	C-5.18
	Identify what computer forensics graphic tools and techniques can reveal and recover


	EALRs,  GLEs, Math and Science Standards (Taught & Assessed in Standards) 

(Samples included below of GLEs, EALRS,  Math and Science Standards must be modified for district frameworks)

	Reading

	
	

	Communications

	
	

	Social Studies - Civics

	
	

	Writing

	
	

	Art

	
	

	Science Standards

	9-12 SYSB
	Systems thinking can be especially useful in analyzing complex situations. To be useful, a system needs to be specified as clearly as possible

	9-12 APPB
	The technological design process begins by defining a problem in terms of criteria and constraints, conducting research, and generating several different solutions

	9-12 APPD
	The ability to solve problems is greatly enhanced by use of mathematics and information technologies

	Mathematics Standards

	A1.1.A
	Select and justify functions and equations to model and solve problems

	A1.3.C
	Evaluate f(x) at a (i.e., f(a)) and solve for x in the equation f(x) = b

	A1.6.A
	Use and evaluate the accuracy of summary statistics to describe and compare data sets

	A1.8.A
	Analyze a problem situation and represent it mathematically

	A1.8.B
	Select and apply strategies to solve problems

	A1.8.C
	Evaluate a solution for reasonableness, verify its accuracy, and interpret the solution in the context of the original problem

	A1.8.D.
	Generalize a solution strategy for a single problem to a class of related problems, and apply a strategy for a class or related problems to solve specific problems

	A1.9.E
	Read and interpret diagrams, graphs, and text containing the symbols, language, and conventions of mathematics

	SKILLS

	Leadership: 

Leadership 1.0 Individual Skills

1.1 The student will analyze, refine, and apply decision-making skills through classroom, family, community, and business and industry (work related) experiences.

1.3 The student will demonstrate oral, interpersonal, written, and electronic communication and presentation skills and understands how to apply those skills.

1.4 The student will be involved in activities that require applying theory, problem-solving, and using critical and creative thinking skills while understanding outcomes of

related decisions.

1.6 The student will conduct self in a professional manner in practical career applications, organizational forums, and decision-making bodies.

Leadership 2.0 Group Skills

2.1 The student will communicate, participate, and advocate effectively in pairs, small groups, teams, and large groups in order to reach common goals.

2.8 The student will demonstrate the ability to incorporate and utilize the principles of group dynamics in a variety of settings

Leadership 3.0 Community and Career Skills

3.4 The student will understand the organizational skills necessary to be a successful leader and citizen and practices those skills in real-life.

3.5 The student will understand and utilize organizational systems to advocate for issues on the local, state, and international level.

3.7 The student will participate in the development of a program of work or strategic plan and will work to implement the organization’s goals.

	Employability: 

1.1 The student will demonstrate the ability to identify, organize, plan, and allocate resources.  This means that the student is able to demonstrate allocating time, money, materials, space, and staff
1.2 The student will demonstrate the ability to acquire and use information in a family, community, business and industry settings.  This means that the student can acquire and evaluate data, organize and maintain files, interpret and communicate, and use computers to 

process information.

1.3 The student will demonstrate an understanding of complex inter-relationships (systems).  This means that the student understands social, organizational, and technological systems; they can monitor and correct performance; and they can design or improve systems.

1.4 The student will demonstrate an ability to work with a variety of technologies, identify or solve problems with equipment, including computers and other technologies.  This means that the student understands that the student can select equipment and tools, apply technology to specific tasks, and maintain and troubleshoot equipment.

1.5 The Student will use interpersonal skills to communicate, participate, and advocate effectively in pairs, small groups, teams, and large groups in order to reach common goals.   This means that the student can effectively work on teams, teach others, serve customers, lead, negotiate, and work effectively with people from culturally diverse backgrounds.  

	Analytical, Logical & Creative Thinking (check those that students will demonstrate in this lesson):
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	Relevance to Work: Need for basic knowledge of the computer system


	COMPONENTS AND COMPETENCIES

	Performance Assessments:

Finish a given case from start to finish using all proper documentation, tools, processes and final output of final document to instructor

Define given terms of lecture and chapter readings

	STANDARDS AND COMPETENCIES

	C-6 Standard: Analysis Start to Finish                                                                                           Total Learning Hours for Standard:  15

	C=Core   A=Advanced                                 

	Competency
	Competency Description

	C-6.1
	Execute an investigation

	C-6.2
	Perform email recovery and investigations

	C-6.3
	Use current forensics tools

	C-6.4
	Describe what a chain of custody is and how to maintain one

	C-6.5
	Identify where data can be hidden on different platforms

	C-6.6
	Locate and identify data based on file headers and Meta data

	C-6.7
	Recover deleted files and file fragments using a variety of methods


	EALRs,  GLEs, Math and Science Standards (Taught & Assessed in Standards) 

(Samples included below of GLEs, EALRS,  Math and Science Standards must be modified for district frameworks)

	Reading

	
	

	Communications

	1.1.1
	Applies a variety of listening strategies to accommodate the listening situation

	1.2.2
	Evaluates the effect of bias and persuasive techniques in mass media

	2.1.1
	Analyzes the needs of the audience, situation, and setting to adjust language and other communication strategies

	2.2.1
	Uses communication skills that demonstrate respect

	2.2.2
	Applies skills and strategies to contribute responsibly in a group setting

	3.1.1
	Applies skills to plan and organize effective oral communication and presentation

	3.3.1
	Applies skills and strategies for the delivery of effective oral communication and presentations

	4.1.2
	Analyzes and evaluates strengths and weaknesses of others’ formal and informal communication using own or established criteria

	Social Studies - Civics

	
	

	Writing

	
	

	Art

	
	

	Science Standards

	
	

	Mathematics Standards

	
	

	SKILLS

	Leadership: 

Leadership 1.0 Individual Skills

1.1 The student will analyze, refine, and apply decision-making skills through classroom, family, community, and business and industry (work related) experiences.

1.3 The student will demonstrate oral, interpersonal, written, and electronic communication and presentation skills and understands how to apply those skills.

1.4 The student will be involved in activities that require applying theory, problem-solving, and using critical and creative thinking skills while understanding outcomes of

related decisions.

1.5 The student will demonstrate self-advocacy skills by achieving planned, individual goals.

1.6 The student will conduct self in a professional manner in practical career applications, organizational forums, and decision-making bodies.

Leadership 3.0 Community and Career Skills

3.1 The student will analyze the roles and responsibilities of citizenship.

3.2 The student will demonstrate social responsibility in family, community, and business and industry.

3.4 The student will understand the organizational skills necessary to be a successful leader and citizen and practices those skills in real-life.

	Employability:

1.1 The student will demonstrate the ability to identify, organize, plan, and allocate resources.  This means that the student is able to demonstrate allocating time, money, materials, space, and staff

1.2 The student will demonstrate the ability to acquire and use information in a family, community, business and industry settings.  This means that the student can acquire and evaluate data, organize and maintain files, interpret and communicate, and use computers to 

process information.

1.3 The student will demonstrate an understanding of complex inter-relationships (systems).  This means that the student understands social, organizational, and technological systems; they can monitor and correct performance; and they can design or improve systems.

1.4 The student will demonstrate an ability to work with a variety of technologies, identify or solve problems with equipment, including computers and other technologies.  This means that the student understands that the student can select equipment and tools, apply technology to specific tasks, and maintain and troubleshoot equipment.

1.5 The Student will use interpersonal skills to communicate, participate, and advocate effectively in pairs, small groups, teams, and large groups in order to reach common goals.   This means that the student can effectively work on teams, teach others, serve customers, lead, negotiate, and work effectively with people from culturally diverse backgrounds.  

	Analytical, Logical & Creative Thinking (check those that students will demonstrate in this lesson):
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	Relevance to Work: This is the final product that an attorney would receive for anaysis from a Digital Forensic Examiner. This is a required element in the industry..

	COMPONENTS AND COMPETENCIES

	Performance Assessments:

Define terms in text book

Perform an upload of an image into FTK, and view and analyze Registry Hive files, navigate the registry, and come to a conclusion based on the evidence found

	STANDARDS AND COMPETENCIES

	C-7 Standard:  Windows Forensics                                                                                                 Total Learning Hours for Standard: 15 

	C=Core   A=Advanced                                 

	Competency
	Competency Description

	C-7.1
	Describe why there is a need for experienced computer forensics professionals

	C-7.2
	Execute an investigation

	C-7.3
	Perform email recovery and investigations

	C-7.4
	Perform graphic image recovery

	C-7.5
	Use current forensics tools

	C-7.6
	Identify where data can be hidden on different platforms

	C-7.7
	Recover deleted files and file fragments using a variety of methods


	EALRs,  GLEs, Math and Science Standards (Taught & Assessed in Standards) 

(Samples included below of GLEs, EALRS,  Math and Science Standards must be modified for district frameworks)

	Reading

	1.2.2
	Apply strategies to comprehend words and ideas

	1.3.2
	Understand and apply the content/academic vocabulary critical to the meaning of the text, including vocabularies relevant to different contexts, cultures, and communities

	2.2.2
	Apply understanding of complex organizational features of printed text and electronic sources

	2.3.1
	Analyze informational/expository text and literary/narrative text for similarities and differences and cause and effect relationships

	2.3.2
	Evaluate informational materials, including electronic sources, for effectiveness

	2.3.4
	Synthesize information from a variety of sources

	3.1.1
	Analyze web-based and other resource materials (including primary sources and secondary sources) for relevance in answering research questions

	3.2.2
	Apply understanding of complex information, including functional documents, to perform a task

	3.3.1
	Apply appropriate reading strategies for interpreting technical and non-technical documents used in job-related settings

	Communications

	
	

	Social Studies - Civics

	
	

	Writing

	
	

	Art

	
	

	Science Standards

	
	

	Mathematics Standards

	A1.6.A
	Use and evaluate the accuracy of summary statistics to describe and compare data sets

	A1.8.A
	Analyze a problem situation and represent it mathematically

	A1.8.B
	Select and apply strategies to solve problems

	A1.8.C
	Evaluate a solution for reasonableness, verify its accuracy, and interpret the solution in the context of the original problem

	A1.8.D.
	Generalize a solution strategy for a single problem to a class of related problems, and apply a strategy for a class or related problems to solve specific problems

	SKILLS

	Leadership: 

Leadership 1.0 Individual Skills

1.2 The student will identify and analyze the characteristics of family, community, business, and industry leaders.

1.4 The student will be involved in activities that require applying theory, problem-solving, and using critical and creative thinking skills while understanding outcomes of

related decisions.

1.6 The student will conduct self in a professional manner in practical career applications, organizational forums, and decision-making bodies.

Leadership 3.0 Community and Career Skills

3.2 The student will demonstrate social responsibility in family, community, and business and industry.

3.4 The student will understand the organizational skills necessary to be a successful leader and citizen and practices those skills in real-life.

	Employability:

Employability:

1.1 The student will demonstrate the ability to identify, organize, plan, and allocate resources.  This means that the student is able to demonstrate allocating time, money, materials, space, and staff

1.2 The student will demonstrate the ability to acquire and use information in a family, community, business and industry settings.  This means that the student can acquire and evaluate data, organize and maintain files, interpret and communicate, and use computers to 

process information.

1.3 The student will demonstrate an understanding of complex inter-relationships (systems).  This means that the student understands social, organizational, and technological systems; they can monitor and correct performance; and they can design or improve systems.

1.4 The student will demonstrate an ability to work with a variety of technologies, identify or solve problems with equipment, including computers and other technologies.  This means that the student understands that the student can select equipment and tools, apply technology to specific tasks, and maintain and troubleshoot equipment.

1.5 The Student will use interpersonal skills to communicate, participate, and advocate effectively in pairs, small groups, teams, and large groups in order to reach common goals.   This means that the student can effectively work on teams, teach others, serve customers, lead, negotiate, and work effectively with people from culturally diverse backgrounds.  

	Analytical, Logical & Creative Thinking (check those that students will demonstrate in this lesson):
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	Relevance to Work: Standard for completing a required Digital Forensic Examination

	COMPONENTS AND COMPETENCIES

	Performance Assessments:

Use all required elements to acquire an image of a piece of media, use the tool FTK Imager to decipher the contents of the image, for the outcome of a properly written Digital

Forensic Exam Report.

Leadership Development: Students will assist a potential employer to produce a technical contract for the employees of the company, about the do and don't of a company owned

computer.

	STANDARDS AND COMPETENCIES

	C-8 Standard: Evaluation of FTK                                                                                                  Total Learning Hours for Standard:  5

	C=Core   A=Advanced                                 

	Competency
	Competency Description

	C-8.1
	Create forensically sound copies of media

	C-8.2
	Execute an investigation

	C-8.3
	Use current forensics tools

	C-8.4
	Describe the steps to take in obtaining computers for analysis

	C-8.5
	Locate and identify data based on file headers and Meta data

	C-8.6
	Recover deleted files and file fragments using a variety of methods


	EALRs,  GLEs, Math and Science Standards (Taught & Assessed in Standards) 

(Samples included below of GLEs, EALRS,  Math and Science Standards must be modified for district frameworks)

	Reading

	1.2.2
	Apply strategies to comprehend words and ideas

	1.3.2
	Understand and apply the content/academic vocabulary critical to the meaning of the text, including vocabularies relevant to different contexts, cultures, and communities

	2.2.2
	Apply understanding of complex organizational features of printed text and electronic sources

	2.3.1
	Analyze informational/expository text and literary/narrative text for similarities and differences and cause and effect relationships

	2.3.2
	Evaluate informational materials, including electronic sources, for effectiveness

	2.3.4
	Synthesize information from a variety of sources

	3.1.1
	Analyze web-based and other resource materials (including primary sources and secondary sources) for relevance in answering research questions

	3.2.2
	Apply understanding of complex information, including functional documents, to perform a task

	3.3.1
	Apply appropriate reading strategies for interpreting technical and non-technical documents used in job-related settings

	Communications

	
	

	Social Studies - Civics

	
	

	Writing

	
	

	Art

	
	

	Science Standards

	
	

	Mathematics Standards

	
	

	SKILLS

	Leadership: 

Leadership 1.0 Individual Skills

1.1 The student will analyze, refine, and apply decision-making skills through classroom, family, community, and business and industry (work related) experiences.

1.4 The student will be involved in activities that require applying theory, problem-solving, and using critical and creative thinking skills while understanding outcomes of

related decisions.

1.5 The student will demonstrate self-advocacy skills by achieving planned, individual goals.

1.6 The student will conduct self in a professional manner in practical career applications, organizational forums, and decision-making bodies.

Leadership 2.0 Group Skills

2.1 The student will communicate, participate, and advocate effectively in pairs, small groups, teams, and large groups in order to reach common goals.

	Employability: 

1.1 The student will demonstrate the ability to identify, organize, plan, and allocate resources.  This means that the student is able to demonstrate allocating time, money, materials, space, and staff

1.2 The student will demonstrate the ability to acquire and use information in a family, community, business and industry settings.  This means that the student can acquire and evaluate data, organize and maintain files, interpret and communicate, and use computers to 

process information.

1.3 The student will demonstrate an understanding of complex inter-relationships (systems).  This means that the student understands social, organizational, and technological systems; they can monitor and correct performance; and they can design or improve systems.

1.4 The student will demonstrate an ability to work with a variety of technologies, identify or solve problems with equipment, including computers and other technologies.  This means that the student understands that the student can select equipment and tools, apply technology to specific tasks, and maintain and troubleshoot equipment.

1.5 The Student will use interpersonal skills to communicate, participate, and advocate effectively in pairs, small groups, teams, and large groups in order to reach common goals.   This means that the student can effectively work on teams, teach others, serve customers, lead, negotiate, and work effectively with people from culturally diverse backgrounds.  

	Analytical, Logical & Creative Thinking (check those that students will demonstrate in this lesson):
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	Relevance to Work: FTK is a proven tool used in court proceedings


